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Beginner's Guide To Password Managers
Guide · Why They Exist, How They Work, How To Pick One, And The 30-Minute Setup.

Who this is for: anyone who reuses passwords, has 'forgotten password' as a regular
experience, or has heard 'use a password manager' but isn't sure what one is. By the end of
this guide, you'll have one installed and will be using it daily.

The Problem Password Managers Solve
Modern security requires every account to have a long, unique, random password. With 80-200 accounts per
typical adult, no human can remember that many. So people reuse — which means one breach exposes
everything. Password managers solve this by remembering the passwords for you. You only ever memorise
one: the master password.

How They Work, Briefly
1 You install the password manager app on your devices and browser.

2 You create a master password — long, memorable, never used anywhere else.

3 When you sign up for a new site, the manager generates a random 16+ character password and
saves it automatically.

4 When you return to that site, the manager auto-fills the password.

5 Everything is encrypted with a key derived from your master password. Even the manager's
company can't read your data.

If you forget your master password, your data is unrecoverable from the manager. That's the point — but it
means you must back up your master password somewhere safe (paper in a fire safe, for example).

Picking The Right Manager
Manager Cost Strengths Best for

Bitwarden Free Free Open-source, generous free tier, unlimited devicesAnyone starting out

Bitwarden Premium $10/yr Same as free + advanced 2FA + emergency accessPower users on a budget

1Password $36/yr (single) Best UX, family plans excellent, Watchtower built-inFamilies and pros wanting polish

Proton Pass Free / $10-50/yr Strong privacy ethos, built-in email aliases Privacy-focused users

Apple Keychain Free Tight Apple integration, syncs everywhere All-Apple households

Google Password Manager Free Tight Chrome/Android integration All-Google households
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The 30-Minute Setup
Step 1 — Install (5 Min)
Pick a manager from the table above. Install on your primary phone, primary computer, and add the browser
extension to every browser you use.

Step 2 — Create The Master Password (5 Min)
This is the only password you'll need to memorise. Make it long (16+ chars), random (not based on your
name/dates), and never used anywhere else. A good technique: pick 4-5 random words and connect with
random characters. Example: correct-horse-battery-staple-7! (don't use that one — generate your own). Write it
on paper. Store the paper in a fire safe.

Step 3 — Migrate Existing Passwords (10 Min)
Most managers have an Import function that pulls passwords directly from your browser. If yours doesn't, do it
manually: log into your top 5 accounts (email, bank, brokerage, social, cloud), let the manager save each one,
and don't worry about the rest right now.

Step 4 — Generate New Passwords For Critical Accounts (10 Min)
Set the manager's generator to 16-20 characters. For each Tier-1 account: log in, change password, accept the
manager's generated suggestion. Email first, then bank, then brokerage, then password manager itself. Each
takes 60 seconds.

Daily Use
● New signups: the manager prompts to generate a strong password. Accept.
● Returning to a site: the manager auto-fills. If it doesn't, you might need to enable the extension.
● Phone: set the manager as your autofill provider in Settings → Passwords. iOS and Android both

support this natively.
● Sharing a password with family: use the manager's secure-share feature. Never email or text

passwords.

Common Mistakes To Avoid
● Reusing the master password on any other site. The master password is sacred.
● Not backing up the master password. If you forget it and it's not written down, you lose

everything.
● Not enabling MFA on the password manager itself. The manager is now your highest-value

account.
● Storing the master password in your browser. Defeats the entire system.
● Skipping the import / migration. The benefit comes from having ALL your passwords in one

place.

MFA Inside The Password Manager
Many managers (1Password, Bitwarden Premium, Proton Pass) can store the second factor for accounts as
well. This is convenient but means losing your password manager loses everything. Most experts recommend
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keeping MFA tokens in a separate authenticator app (Authy, 2FAS) so a manager-compromise doesn't
compromise your second factors too. Your call.

What If You Lose Your Phone?
Your password manager syncs across devices, so a lost phone doesn't lose your passwords — just sign in on a
new device with your master password. The bigger risk is losing the device that has your authenticator app for
MFA. That's why recovery codes matter — store them securely BEFORE you need them.

Where To Go Next
● Use the Password Best Practices Cheat Sheet — quick reference.
● Use the Password Inventory Worksheet — track your accounts, MFA status, tier.
● Read the 2FA Beginner's Guide — pair MFA with your strong unique passwords.

TRY THE TOOL

Is That Email A Scam? Find Out In 10 Seconds.
Run any suspicious email through our free Scam Detector. It checks the link, sender, and language patterns
instantly.
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